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Software: Software means computer instructions or data. 

Testing: Requiring maximum effort or ability 

Software Testing: Software testing is a process of executing a program or application with the intent 

of finding the software bugs. 

1. Fundamentals: 

The systems development life cycle (SDLC), also referred to as the application development life-

cycle, is a term used in systems engineering, information systems and software engineering to describe 

a process for planning, creating, testing, and deploying an information system. The life cycle defines a 

methodology for improving the quality of software and the overall development process. The intent of a 

SDLC process it to help produce a product that is cost-efficient, effective, and of high quality. This cycle 

is repeated until all requirements have been tested and all the defects have been fixed and the software 

is ready to be shipped. 

 

 

 

Fig: Software development Life Cycle 

The methodology within the SDLC process can vary across industries and organizations, but standards 

such as ISO/IEC 12207 represent processes that establish a lifecycle for software and provide a mode for 

the development, acquisition, and configuration of software systems. 
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2. What is V Model?  
Suppose, you are assigned a task, to develop a custom software for a client. Now, irrespective of your 

technical background, try and make an educated guess about the sequence of steps you will follow, to 

achieve the task. 

Different phases of Software Development 

Cycle 

Activities performed in each stage 

Requirement Gathering stage 

Gather as much information as possible about 

the details & specifications of the desired 

software from the client. This is nothing but the 

Requirements gathering stage. 

Design Stage 

Plan the programming language like Java, PHP, 

.net; database like Oracle, MySQL, etc. Which 

would be suited for the project, also some high-

level functions & architecture. 

Built Stage 
After design stage, it is built stage, that is nothing 

but actually code the software 

Test Stage 
Next, you test the software to verify that it is 

built as per the specifications given by the client. 

Deployment stage 
Deploy the application in the respective 

environment 

Maintenance stage 

Once your system is ready to use, you may 

require to change the code later on as per 

customer request 

 

Note: As you may observe, that testing in the model starts only after implementation is done. 

Assessments of thousands of projects have shown that defects introduced during requirements & 

design make up close to half of the total number of defects. 

Conclusion:- 

All the stages in the Software Development Life Cycle defined above are applicable to any 

software development methodology, but the duration and the activities in each phase depend 

on whether you follow the V Model development methodology or Agile. 

 

http://www.guru99.com/java-tutorial.html
http://www.guru99.com/php-tutorials.html
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To address this concern, the V model of testing was developed where for every phase, in the 

Development life cycle there is a corresponding Testing phase 

 

 

 The left side of the model is Software Development Life Cycle - SDLC  

 The right side of the model is Software Test Life Cycle - STLC  

 The entire figure looks like a V, hence the name V - model  
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Here are the Key Terms again:  

 SDLC: 

SDLC is Software Development Life Cycle. It is the sequence of activities carried out by 

Developers to design and develop high-quality software.  

Though SDLC uses the term ‘Development’, it does not involve just coding tasks done by 

developers but also incorporates the tasks contributed by testers and stakeholders.  

In SDLC, test cases are created.  

 STLC: 

STLC is Software Testing Life Cycle. It consists of series of activities carried out by Testers 

methodologically to test your software product.  

 

Conclusion:- 

 Testing is not a stand-alone activity, and it has to adapt the development model chosen for the 
project. 

 In any model, testing should performed at all levels i.e. right from requirements until 

maintenance 

 

3. PRINCIPLES OF SOFTWARE TESTING: 

As software development techniques have advanced during the last decades, some basic principles of 

testing have also been established. These principles can be seen as a basic guideline for both, Software 

Testing and coding. 

In STLC Test cases are executed.  

 

 

Fig:  Principles of Software Testing 

http://toolsqa.com/software-testing/software-testing/
http://toolsqa.com/software-testing/software-testing/
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1. Testing Shows Presence of Defects: Testing an application can only reveal that one or 

more defects exist in the application. Even after testing the application or product 

thoroughly we cannot say that the product is 100% defect free. Testing always reduces 

the number of undiscovered defects remaining in the software.  

2. Exhaustive Testing is Impossible: It is not possible to test all possible combinations of 

data and Test Scenarios as it will take to much time. For this reason, risk and priorities 

are used to concentrate on the most important aspects to test. Accessing and managing 

risk is one of the most important activities and reason for testing in any project.  

3. Early Testing: In the Software Development Life Cycle testing activities should start 

early and focus on defined objectives. As soon as the initial products, such as 

requirement or design documents are available, we can start testing. By starting testing 

early, test can be prepared for each level of the development life-cycle. Another 

important point about early testing is that when defects are found earlier in the life-

cycle, they are much easier and cheaper to fix.  

4. Defect Clustering: During testing, it can be observed that most of the reported defects 

are related to small number of modules within a system. By identifying and focusing on 

these clusters, testers can efficiently test the sensitive areas while concurrently testing 

the remaining “non-sensitive” areas.  

5. Pesticide Paradox: If we keep running the same set of tests over and over again, 

chances are no more new defects will be discovered by those test cases. “Pesticide 

Paradox” means that it is very important to review the test cases regularly. New and 

different tests need to be written to cover different parts of the software or system to 

find more defects.  

6. Testing is Context Depending: The same tests should not be applied across the board 

because different software products have varying requirements, functions and 

purposes. Different methodologies, techniques and types of testing are related to the 

type and nature of the application.  

7. Absence of Errors Fallacy: If the system built is unusable and does not fulfil the user’s 

needs and expectations then finding and fixing defects will not help. Also if testing didn’t 

find any defects in the software, it doesn’t mean that the software is ready to be used. It 

must be confirmed whether the executed tests were really designed to catch the most 

of the defects 

 

 

http://toolsqa.com/software-testing/test-scenario/
http://toolsqa.com/software-testing/software-development-life-cycle/
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4. FORMS OF TESTING: - The 2 important approaches to testing that any project will follow:  

Static Testing and Dynamic Testing. 

 

 

Static Testing  Dynamic Testing  

Testing done without executing the program  Testing done by executing the program  

This testing does verification process  Dynamic testing does validation process    

Static testing is about prevention of defects  
Dynamic testing is about finding and fixing the 

defects  

Static testing gives assessment of code and 

documentation  

Dynamic testing gives bugs/bottlenecks in the 

software system.  

Static testing involves checklist and process to be 

followed  
Dynamic testing involves test cases for execution  

This testing can be performed before 

compilation  
Dynamic testing is performed after compilation  

Static testing covers the structural and 

statement coverage testing  

Dynamic testing covers the executable file of the 

code  

Cost of finding defects and fixing is less  Cost of finding and fixing defects is high  

Return on investment will be high as this process 

involved at early stage  

Return on investment will be low as this process 

involves after the development phase  

More reviews  comments are highly 

recommended for good quality  

More defects are highly recommended for good 

quality.  

Requires loads of meetings  Comparatively requires lesser meetings  

This testing does verification process  Dynamic testing does validation process    

Conclusion: 

Verification and Validation are two measures used to check that the software product meets the 

requirements specifications. Static testing involves verification whereas dynamic testing involves 

validation. 
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Example to differentiate between Static Testing and Dynamic Testing: 

Software Application: Online Shopping Cart 

 

Static Test Techniques: 

1. Review  the requirement documents, design documents initially 

2. Checking the GUI of the  application 

3.  Checking the database structure of the application. 

Dynamic Testing Techniques: 

1. Testing the functionality of the different page. 

2. Checking the checkout process and payment methods. 

3. Testing the interfaces between different pages. 

 

Requirement Based Testing:  

Requirements-based testing is a testing approach in which test cases, conditions and data are derived 

from requirements. It includes functional tests and also non-functional attributes such as performance, 

reliability or usability. 

Stages in Requirements based Testing: 

 Defining Test Completion Criteria - Testing is completed only when all the functional and non-

functional testing is complete. 

 Design Test Cases - A Test case has five parameters namely the initial state or precondition, data 

setup, the inputs, expected outcomes and actual outcomes. 

 Execute Tests - Execute the test cases against the system under test and document the results. 

 Verify Test Results - Verify if the expected and actual results match each other. 

 Verify Test Coverage - Verify if the tests cover both functional and non-functional aspects of the 

requirement. 

 Track and Manage Defects - Any defects detected during the testing process goes through the 

defect life cycle and are tracked to resolution. Defect Statistics are maintained which will give us 

the overall status of the project. 

Requirements testing process: 

 Testing must be carried out in a timely manner. 

 Testing process should add value to the software life cycle, hence it needs to be effective. 

 Testing the system exhaustively is impossible hence the testing process needs to be efficient as 

well. 

 Testing must provide the overall status of the project, hence it should be manageable. 
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5. TYPES OF TESTING:- 

 Black box testing – Internal system design is not considered in this type of testing. Tests are 

based on requirements and functionality. 

 White box testing – This testing is based on knowledge of the internal logic of an application’s 

code. Also known as Glass box Testing. Internal software and code working should be known for 

this type of testing. Tests are based on coverage of code statements, branches, paths, 

conditions. 

 Incremental integration tests – Bottom up approach for testing i.e continuous testing of an 

application as new functionality is added; Application functionality and modules should be 

independent enough to test separately. done by programmers or by testers. 

 Integration testing – Testing of integrated modules to verify combined functionality after 

integration. Modules are typically code modules, individual applications, client and server 

applications on a network, etc. This type of testing is especially relevant to client/server and 

distributed systems. 

 Functional testing – This type of testing ignores the internal parts and focus on the output is as 

per requirement or not. Black-box type testing geared to functional requirements of an 

application. 

 End-to-end testing – Similar to system testing, involves testing of a complete application 

environment in a situation that mimics real-world use, such as interacting with a database, using 

network communications, or interacting with other hardware, applications, or systems if 

appropriate. 

 Sanity testing – Testing to determine if a new software version is performing well enough to 

accept it for a major testing effort. If application is crashing for initial use then system is not 

stable enough for further testing and build or application is assigned to fix. 

 Regression testing – Testing the application as a whole for the modification in any module or 

functionality. Difficult to cover all the system in regression testing so typically automation tools 

are used for these testing types. 

 Load testing – Its a performance testing to check system behaviour under load. Testing an 

application under heavy loads, such as testing of a web site under a range of loads to determine 

at what point the system’s response time degrades or fails. 

 Stress testing – System is stressed beyond its specifications to check how and when it fails. 

Performed under heavy load like putting large number beyond storage capacity, complex 

database queries, continuous input to system or database load. 

 Performance testing – Term often used interchangeably with ‘stress’ and ‘load’ testing. To 

check whether system meets performance requirements. Used different performance and load 

tools to do this. 
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 Usability testing – User-friendliness check. Application flow is tested, Can new user understand 

the application easily, Proper help documented whenever user stuck at any point. Basically 

system navigation is checked in this testing. 

 Install/uninstall testing – Tested for full, partial, or upgrade install/uninstall processes on 

different operating systems under different hardware, software environment. 

 Recovery testing – Testing how well a system recovers from crashes, hardware failures, or other 

catastrophic problems. 

 Security testing – Can system be penetrated by any hacking way. Testing how well the system 

protects against unauthorized internal or external access. Checked if system, database is safe 

from external attacks. 

 Compatibility testing – Testing how well software performs in a particular 

hardware/software/operating system/network environment and different combination s of 

above. 

 Comparison testing – Comparison of product strengths and weaknesses with previous versions 

or other similar products. 

 Alpha testing – In house virtual user environment can be created for this type of testing. Testing 

is done at the end of development. Still minor design changes may be made as a result of such 

testing. 

 Beta testing – Testing typically done by end-users or others. Final testing before releasing 

application for commercial purpose. 

 

 

6. LEVELS OF TESTING: 
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1. Unit Testing 

The main aim is to determine whether the application functions as designed. In this phase, a 

unit can refer to a function, individual program or even a procedure, and a White-box Testing method 

is usually used to get the job done. One of the biggest benefits of this testing phase is that it can be run 

every time a piece of code is changed, allowing issues to be resolved as quickly as possible. It’s quite 

common for software developers to perform unit tests before delivering software to testers for formal 

testing. 

2. Integration Testing 

Integration testing allows individuals the opportunity to combine all of the units within a 

program and test them as a group. This testing level is designed to find interface defects between the 

modules/functions. This is particularly beneficial because it determines how efficiently the units are 

running together. Keep in mind that no matter how efficiently each unit is running, if they aren’t 

properly integrated, it will affect the functionality of the software program.  

3. System Testing 

System testing is the first level in which the complete application is tested as a whole. The goal 

at this level is to evaluate whether the system has complied with all of the outlined requirements and to 

see that it meets Quality Standards. System testing is undertaken by independent testers who haven’t 

played a role in developing the program. System Testing is very important because it verifies that the 

application meets the technical, functional, and business requirements that were set by the customer. 

 

4. Acceptance Testing 

The final level, Acceptance testing (or User Acceptance Testing), is conducted to determine 

whether the system is ready for release. During the Software development life cycle, requirements 

changes can sometimes be misinterpreted in a fashion that does not meet the intended needs of the 

users. During this final phase, the user will test the system to find out whether the application meets 

their business’ needs. Once this process has been completed and the software has passed, the program 

will then be delivered to production. 

 

7. TERMS WHICH WE NEED TO KNOW IN SOFTWARE TESTING:- 

 

“A mistake in coding is called error, error found by tester is called defect, defect accepted by 

development team then it is called bug, build does not meet the requirements then it Is failure.” 

 

Error: Error means normally arises in software Error means to change the functionality of the program. 

A discrepancy between a computed, observed, or measured value or condition and the true, specified, 

http://stackoverflow.com/questions/402161/black-box-vs-white-box-testing
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or theoretically correct value or condition. This can be a misunderstanding of the internal state of the 

software, an oversight in terms of memory management, confusion about the proper way to calculate a 

value, etc. 

 

Failure: The inability of a system or component to perform its required functions within specified 

performance requirements. See: bug, crash, exception, and fault. 

 

Bug: A fault in a program which causes the program to perform in an unintended or unanticipated 

manner. An Error found in the development environment before the product is shipped to the 

customer. Simply Bug is an error found BEFORE the application goes into production. A programming 

error that causes a program to work poorly, produce incorrect results, or crash.    

 

Fault: An incorrect step, process, or data definition in a computer program which causes the program to 

perform in an unintended or unanticipated manner. See: bug, defect, error, exception. 

 

Defect: Commonly refers to several troubles with the software products, with its external behaviour or 

with its internal features. Defect is the difference between expected and actual result in the context of 

testing. Defect is the deviation of the customer requirement. An Error found in the product itself after it 

is shipped to the customer. Defect is an error found AFTER the application goes into production. Simply 

defect can be defined as a variance between expected and actual. Defect is an error found AFTER the 

application goes into production. 

 

Note- 

When a defect reaches the end customer it is called a failure and if the defect is detected internally and 

resolved it’s called a defect. 

 

 

 

 

 

 

 

http://softwaretesting-guideline.blogspot.in/p/defect-reporting.html
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8. SOFTWARE TESTING MYTHS AND FACTS 
 

Some of the myths are explained below, along with their related facts: 

1. MYTH: Quality Control = Testing.   

 FACT: Testing is just one component of software quality control. Quality Control 

includes other activities such as Reviews. 

2. MYTH: The objective of Testing is to ensure a 100% defect - free product.   

 FACT: The objective of testing is to uncover as many defects as possible while ensuring 

that the software meets the requirements. Identifying and getting rid of all defects is 

impossible. 

3. MYTH: Testing is easy.  

 FACT: Testing can be difficult and challenging (sometimes, even more so than coding). 

4. MYTH: Anyone can test.   

 FACT: Testing is a rigorous discipline and requires many kinds of skills. 

5. MYTH: There is no creativity in testing.   

 FACT: Creativity can be applied when formulating test approaches, when designing 

tests, and even when executing tests. 

6. MYTH: Automated testing eliminates the need for manual testing.   

 FACT: 100% test automation cannot be achieved. Manual Testing, to some level, is 

always necessary. 

7. MYTH: When a defect slips, it is the fault of the Testers.   

 FACT: Quality is the responsibility of all members/ stakeholders, including developers, of 

a project. 

  

http://softwaretestingfundamentals.com/software-quality-control/
http://softwaretestingfundamentals.com/defect/
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