GPCET

Pionecring Innovative Education

G.PULLAIAH COLLEGE OF ENGINEERING AND TECHNOLOGY::KURNOOL
(AUTONOMOUS)
ACCREDITED BY NAAC ‘A’ GRADE OF UGC AND NBA OF AICTE

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

DATE: 07-01-2019

TO
The principal,
GPCET,

Kurnool.

Sir,

Sub: Approval of ADD-ON course for IIT and IV ECE Students-Regd

The department of ECE requests you to accept the proposal for conducting ADD-ON
Course on “High Speed Electronics” for the odd semester of [MT-year I Semester and IV-year II
Semester ECE students scheduled for the duration of 48 classes. Kindly accept the proposal.

Thanking you sir,

Yours Sincerely
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G.Pullziah U)hi:s.. of ”x’; & Tech,
Nandikotkur Road, VENKAYAPALL:
KURNQOL-518 452 (AP)



Pioneering Innovative Education

G.PULLAIAH COLLEGE OF ENGINEERING AND TECHNOLOGY::KURNOOL
(AUTONOMOUS)

ACCREDITED BY NAAC ‘A’ GRADE OF UGC AND NBA OF AICTE

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

TO
The principal,
GPCET,

Kurnool.

Sir,

Sub: Approval of ADD-ON course for III and IV ECE Students-Regd

DATE: 24-12-2019

The department of ECE requests you to accept the proposal for conducting ADD-ON

Course on “Cyber Security & Ethical Hacking” for the odd semester of ITI-year IT Semester and

[V-year II Semester ECE students scheduled for the duration of 48 classes. Kindly accept the

proposal.

Thanking you sir,

Yours Sincerely

e
HOD-ECE

‘ PRINCIPAL

G.Puliaiah Coliege of E;
Nandikotkur Road, VE} PAL
KURNOQL-518 452 (A.P)
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Pioneering Innovative Education

G.PULLAIAH COLLEGE OF ENGINEERING AND TECHNOLOGY::KURNOOL

(AUTONOMOUS)

ACCREDITED BY NAAC ‘A’ GRADE OF UGC AND NBA OF AICTE
DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

Department Circular —ADD-ON Course

DATE: 24-12-2019

The Il year-IT Semester and IV-year IT Semester ECE Students are informed to enroll their

names for the ADD-ON Course on “Cyber Security & Ethical Hacking” with their respective

class-in-charges on or before 27-12-2019. The course commences from 31% December and the

duration of the course is 48 classes. The course is conducted from 4 pm to 5 pm regularly.

The bus facility is made available soon after the class work.
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Nandikotkur Road, VENKAYA
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Department Of Electronics and Communication Engineering

ADD ON COURSE (ONLINE)

Nandikotkur Road, VENKAYAF
KURNOOL-518 452 (A.P)
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Pioncering Innovative Education

G.PULLAIAH COLLEGE OF ENGINEERING AND TECHNOLOGY::KURNOOL
(AUTONOMOUS)
ACCREDITED BY NAAC ‘A’ GRADE OF UGC AND NBA OF AICTE

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

CYBER SECURITY AND ETHICAL HACKING
SYLLABUS

UNIT-I:

What is Cyber Security? Essential Terminologies, OSI Reference Model, TCP/IP Model, Types of Cyber
Attacks, Threat categories, Attack vectors, Risk assessment, CIA Triad, Ethical Hacking Essentials, Stages
of Hacking, Types of Hacker, Cyber Laws and Standards.

UNIT-II:

Kali Linux Installation, Basic Overview with Kali Linux, Basic Linux commands, Directory commands, File
commands. File access commands, Tor Browser, Dark Web, Deep Web, Surface web v/s Dark web. IP
address, Types of IP address, MAC address, Types of MAC address, VPN, VPN-working and VPN protocols,
Proxy Server, Spoofing.

UNIT-11I:

Information gathering, Types of Information Gathering, Footprinting and reconnaissance, Outcome of
footprinting, Familiarization of various information gathering tools, Open source intelligence, Maltego,
Recon-ng, Hunter.io, Art of Googling (Google advanced search operators), Sub-Domain Enumeration,
Social Engineering, Types of social engineering, Phishing, how to prevent Phishing attacks.

UNIT-IV: Networking Basics, TCP and UDP, Important Port Numbers, Network Mapping, Vulnerability
analysis, Nessus, Nikto, Lynis, Searchsploit, Metasploit framework, Android Hacking, Malware analysis and
source code review. Denial of Service, DoS Evolution, Types of DoS, Symptoms of DoS, Distributed Denial
of Service, Hammer, DDosTor, Dos attack Prevention.

UNIT-V:

Types of Website attacks, website penetration testing, web application analysis, Burpsuite, OWASP TOP
10, OWASP-ZAP, CROSS-SITE SCRIPTING, BEEF FRAMEWORK, SQL INJECTION, SQLMAP, Sniffing, Network
Penetration Testing, Network Security. Project or Hackathon for testing practical skills

TEXT BOOKS
1. Hacking: A Beginners’ Guide to Computer Hacking, Basic Security, And Penetration Testing by
John Slavio
2. Hands-on Ethical Hacking and Network Defense by James Corley, Kent Backman, and Michael

Simpson
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PRINCIPAL
G.Puliaiah College of Engg & Tach.
Nandikotkur Road, VENKAYAPALLI

'KURNOQOOL-518 452 (A.P)
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Ploneering Innovative Education

G.PULLAIAH COLLEGE OF ENGINEERING AND TECHNOLOGY::KURNOOL

(AUTONOMOUS)

ACCREDITED BY NAAC ‘A’ GRADE OF UGC AND NBA OF AICTE

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

CYBER SECURITY & ETHICAL HACKING

SCHEDULE
Name of the Instructor: Mrs. M. Srilakshmi
S.No Content l No. of Hours
UNIT-1
1. What is Cyber Security? Essential Terminologies 1
2; OSl Reference Model, TCP/IP Model 1
3. Types of Cyber Attacks, Threat categories 1
a. Attack vectors, Risk assessment, CIA Triad, Ethical 1
Hacking Essentials
5 Stages of Hacking, Types of Hacker, Cyber Laws and 1
) Standards. -
UNIT-II
6 Kali Linux Installation, Basic Overview with Kali Linux, 3
’ Basic Linux commands
7. Directory commands, File commands 3
File access commands, Tor Browser, Dark Web, Deep
8. Web, Surface web v/s Dark web. IP address, Types of IP 3
address
9 MAC address, Types of MAC address, VPN, VPN- 3
’ working and VPN protocols, Proxy Server, Spoofing
UNIT-11I
Information gathering, Types of Information Gathering,
10. | Footprinting and reconnaissance, Outcome of 3
footprinting,
1 Familiarization of various information gathering tools, 3
" | Open source intelligence, Maltego, Recon-ng, Hunter.io
Art of Googling (Google advanced search operators),
12. r . . oy 2
Sub-Domain Enumeration, Social Engineering
Types of social engineering, Phishing, how to prevent
13. s 2
Phishing attacks
UNIT-IV
14 Networking Basics, TCP and UDP, Important Port 3
" | Numbers, Network Mapping, Vulnerability analysis
Nessus, Nikto, Lynis, Searchsploit, Metasploit
15. | framework, Android Hacking, Malware analysis and 3
source code review
16. Denial of Service, DoS Evolution, Types of DoS 3
17 Symptoms of DoS, Distributed Denial of Service, 3 )¥
" | Hammer, DDosTor, Dos attack Prevention
,(‘*,MV
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G.Pullaiah College of Engg & Tech,
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S.No Content No. of Hours
UNIT-V
Types of Website attacks, website penetration testing,
18. | web application analysis, Burpsuite, OWASP TOP 10, 3
OWASP-ZAP
19 CROSS-SITE SCRIPTING, BEEF FRAMEWORK, SQL 3
" | INJECTION, SQLMAP, Sniffing
20 Network Penetration Testing, Network Security. Project 3
" | or Hackathon for testing practical skills
Total Hours 48
‘/\,\qw
Instﬁlctor Sign HOD-ECE
PRINCIPAL Tech
G.Pullaiah Coliege of Engg &A:;Li:i
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G PULLATAH COLLEGE OF ENGINEERING & TECHONOLOGY (AT), KURNOOL
DEPARTMENT OF ECE

HIGH SPEED ELECTRONICS

16AT1A04B9 KASIREDDY SHIVANI
2[16AT1A04C0O RAJAMMURI SIREESHA
3|16AT1A04C1 P SIRISHA
4|16AT1A04C2 PUNYAMURTHY SIVA SAI KUMAR
5|16AT1A04C4 I SIVA SUBRAMANYAM
6|16AT1A04CS GADIGA SOWJANYA
7|16AT1A04C6 C SOWMYA
8|16AT1A04C7 ELLURU SOWMYA
9|16AT1A04C8 U SOWMYA SRI
10|16AT1A04C9 NUKALA SRAVANI
11]16AT1A04D0 V SREE AMRUTHA
12|16AT1A04D1 V SREENATH REDDY
13[16AT1A04D2 G SRI LAKSHMI
14|16AT1A04D3 K SRILAKSHMI
15|16AT1A04D4 YARRAM SRILATHA
16|16AT1A04D5 DEVANURU SRINIVASULU *
17|16AT1A04D6 THUPPUKONDA SRINIVASULU
18|16AT1A04D7 SAYA SUDHAKAR BABU
19|16AT1A04D8 DARA SUDHEER KUMAR
20|16AT1A04D9 S SUMA
21[16AT1A04E0 PESALA SUMANTH
22|16AT1A04E1 KANIKE SURYA
23|16AT1A04E2 EDIGA SWETHA
24|16AT1A04E3 VIRUPA SWETHA
25|16AT1A04E4 A TANMAI TEJ
26|16AT1A04ES ELLURU TARUN KUMAR
27|16AT1A04E6 SREERAMA TARUN
28|16AT1A04E7 M TARUNANJAN
29[16AT1A04E8 M THIRUMALESH NAIDU
30[16AT1A04E9 SHAIK UMEY HONEY
31[16AT1A04F0 KALVA VAMSHI KRISHNA YADAV
32|16AT1A04F1 A VAMSHIDHAR
33|16AT1A04F2 ALIVELI VAMSI KRISHNA
34[16AT1A04F3 EDIGA VAMSI KRISHNA GOUD
35|16AT1A04F4 KAPPALA VARSHINI
36[16AT1A04F6 NAKKA VASUNDHARA DEvi
37[16AT1A04F7 R VEENA MADHURI
38|16AT1A04F8 PODILI VEERENDRA SAI
39|16AT1A04F9 ANUMULA VENKATA NAGA SAI PAVANI
40[16AT1A04G0 ELAPAVANAM VENKATASAI PRANEETH
41|16AT1A04G2 K VENKATESWAR REDDY
42|16AT1A04G3 ETIKALA VIGNATHA )\
43|16AT1A04G4 YEKBOTE VIJAYSAI (r/\,\.,ﬁ"l?"
44|16AT1A04G6 CHAKALI VINODH

PRINCIPAL
&.Pullaiah College of Engg & Tech.
Nandikotkur Road, VENKAYAPALL

'KURNQOL-518 452 (A.P)



45|16AT1A04G7 JEETHURI VISHNU
46|16AT1A04G8 SHAIK WASEEM BASHA
47|16AT1A04G9 BOYA YALLARAJU
48]16AT1A04H0O PERUMALA YAMINI
49]16AT1A04H1 ENAMETLA YASHASWINI
50|16AT1A04H2 M YATISHA
51|16AT1A04H3 NEELI YOGISWAR
52|16AT1A04H4 STEFFY BADRI
53|15AT1A0475 KRISHNAJADA PRABHAVATHI
54(15AT1A0481 M RAGHUVAMSI
55(17AT5A0401 MULE ARUNA
56(17AT5A0402 HOUDEKARI JAVAHARLAL
57]17AT50403 B.JAYANTH KUMAR
58(17AT5A0404 KURUVA KRISHNAVENI
59(17AT5A0405 BYSANI MALLIKARJUNA
60[17AT5A0406 J MALLIKARJUNA
61|17AT5A0407 SEMIKALA MURALIDHARA REDDY
62|17AT5A0408 SURIVIGARI NAGA TEJESWARA REDDY
" 63|17AT5A0409 MOGATHALI RAMU
64|17AT5A0410 YEDDULA RUBY SWAROOPA RANI
65(17AT5A0411 KALIMI SANDEEP REDDY
66[17AT5A0412 KOVURU SRAVAN KUMAR
67|17AT5A0413 DASARI SUMANTH KUMAR
68|17AT5A0414 THIRIVEEDI SUPRIYA
69]17AT5A0415 KALUVA VINAY KUMAR
70|17AT1A0487 HARIBELKAMLEKAR NEHA
71|17AT1A0488 SHAIK NUSRATH NAAZ
72|17AT1A0489 K PAVAN TEJA
73|17AT1A0490 AKULA PAVANKALYAN
74(17AT1A0491 KASHIGARI PAWAN
75(17AT1A0492 CHILUKURU POOIJITHA
76|17AT1A0493 K PRAVALLIKA
77(17AT1A0494 GURRAM PREETHI
78|17AT1A0495 MALLELA PREETHI YADAV
79(17AT1A0496 JANGAM RAJAKUMAR
80|17AT1A0497 REDDYPOGU RAKESH
81(17AT1A0498 KURUVA RAMADEVI
82|17AT1A0499 BOYINI RAMAKANTH REDDY
83|17AT1A04A0 YASAM RAMASUCHARITHA
84|17AT1A04A1 YEDLAPALLI RAMU
85|17AT1A04A2 YANNAM PEDDA RANGA SWAMY
86(17AT1A04A4 YATAGIRI TELUGU RUPA SREE
87|17AT1A04A5 SALKAPURAM SAI CHARAN
88|17AT1A04A6 MADDELA SAI CHARAN TEJA
89|17AT1A04A7 L SAI JYOTHSNA
90|17AT1A04A8 NUTHANAPATI SAI KIRAN CHOWDARY
91|17AT1A04A9 SATHOORI SAI KRISHNA GOUD
92|17AT1A04B0 SAI ROHITH V
93(17AT1A04B1 PANCHANGAM SAI SAMYUKTHA
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G.Pullaiah College of engg & Tech,

Nandikotkur Road, VENKAYAPALLI

KURNOOL-518 452 (A.P)




94(17AT1A04B2 K SAI SARANYA
95|17AT1A04B3 MALAVATH SAI SOWMYA BAI
96(17AT1A04B4 DANDIMENI SAI VENNELA
97|17AT1A04B5 KG SAKETH KUMAR
98|17AT1A04B6 MARRI SAKETH KUMAR
99(17AT1A04B7 H SAMARA SIMHA REDDY
100|17AT1A04B8 MULLA SAMEENA
101|17AT1A04B9 MD SARFARAZ NASIRJAH
102(17AT1A04C0 BELLARY SANAULLAH
103|17AT1A04C1 MANGALI SANDEEP
104/17AT1A04C3 S SHEHBAZ ABDUL WAASI
105(17AT1A04C4 DARGA SHAMSHEER
106|17AT1A04C5 SHAIK SHAMSHUN
107|17AT1A04C6 KATIKA SHANAVA)
108{17AT1A04C7 A SHANTHI SAI
109|17AT1A04C9 K SHREYA
110|17AT1A04D0 GOLLA SIREESHA
111117AT1A04D1 GOLLA SIREESHA
“112|17AT1A04D2 KOTLA SIVANI
113|17AT1A04D3 L SONICA TEJASWINI
114[17AT1A04D4 PIDATHALA SOWMYA
115(17AT1A04D5 PURETI SREEDARSHINI KISHORE
116|17AT1A04D6 BANDAPALLI SREENATH '
117(17AT1A04D7 ALAM SREEVIDYA
- 118|17AT1A04D8 BANDI SRUJAN ABHISHEK
119|17AT1A04D9 M STANLEY RHEMA CALVIN
120{17AT1A04E0 A SUDEEPTHI REDDY
121|17AT1A04E1 PEDDA BOYEENA SUDHEER KUMAR
122|17AT1A04E2 CHALLA SUJITHA
123|17AT1A04E3 YALLATURU SUMANTH
124(17AT1A04E4 KAMISHETTI SUNIL KUMAR
125(17AT1A04E5 BOYA SUNITHA
126(17AT1A04E6 RACHAMADUGU SUPRIYA
127|17AT1A04E7 M SUSHMA
128(17AT1A04E8 U SUSHMANIJALI
129(17AT1A04E9 KAPA SUSHMAREDDY
130{17AT1A04F0 D SUSMITHA
131[17AT1A04F1 N TANMAI
132(17AT1A04F2 DHARMAVARAM TEJA
133(17AT1A04F4 KUMMARI TEJASWINI
134|17AT1A04F5 MUTYALA TEJASWINI
135|17AT1A04F6 M UDAY KIRAN
136(17AT1A04F7 EDIGA UDAY KUMAR
137|17AT1A04F8 UPPARA UDAY SAI
138|17AT1A04F9 POLURU UMA DEVI
139|17AT1A04G0O [T VAIBHAV SHARMA
140[17AT1A04G1 KATEPOGU VAMSI KUMAR
141|17AT1A04G2 Y VAMSI
142(17AT1A04G3 NAGARAJU VARSHITHA
143|17AT1A04G4  [VEEKSHITHA REDDY R
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